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1
Decision/action requested

This contribution proposes to add new key issue on protecting the privacy and security of exposing UE-related information for application layer AI/ML operation to FS_AIML for approval.
2
References

[1]
3GPP TR 23.700-80 v1.1.0 Study on 5G System Support for AI/ML-based Services

3
Rationale

The contribution proposes a new key issue to study security aspects of exposing UE-related information for application layer AI/ML operation being studied in TR23.700-80[1]. 

4
Detailed proposal

***  BEGINNING OF CHANGES  ***

4.X
Key Issue #X: User consent for application layer AI/ML operation
4.X.1
Key issue details

Clause 5.3 of 3GPP TR 23700-80[3] depicts the key issue of 5GC exposing different types of assistance information to authorized 3rd party for application layer AI / ML operation. In this case, assistance information that is needed to predict UE and/or network conditions and performance (e.g. location, QoS, load, Congestion, etc.) is required to be exposed from 5GS to AF.

As one of the interim conclusions specified in clause 8.3 of  3GPP TR 23700-80[3], “The user consent checking is also required before the UE related information or data analytics are exposed to the 3rd party.”

This key issue aims to study whether there is any need to enhance the current user consent framework for UE related information used for application layer AI/ML operation, and how to do the enhancement.
4.X.2
Security threats

If the 5GC is not aware of user consent status, the UE related information used for application layer AI/ML operation may be exposed to 3rd party without consent, which could lead to a compromise of the user privacy. 

If the 5GC and 3rd party are not aware that user consent for UE related information has been revoked, then the 3rd party may continue to collect such information, which could lead to a compromise of user privacy.
4.X.3
Potential security requirements

The 5GS shall provide means for 5GC to check user consent of UE related information that will be used for application layer AI/ML operation.
The 5GS shall provide means for 5GC to get aware of user consent revocation of UE related information used for application layer AI/ML operation.
***
END OF CHANGES
***
